SEN@IN/D)

WIRES

THREE STRATEGIES FOR GREATER AGILITY,
DIVERSITY, AND REACHAT THE NETWORK EDGE

www.gtt.net | www.cradlepoint.com G I I ’;—I’E cradl

NN\
epoint


www.gtt.net
www.cradlepoint.com
www.gtt.net
www.cradlepoint.com
donna.lambert
Sticky Note
Marked set by donna.lambert


3 STRATEGIES FOR

GREATER

AN E
INIE T QIRIX [EIDGIS

THE NEW WAN ENVIRONMENT OF
CLOUDS, THINGS, AND MOBILITY

Cloud services, loT devices, and greater mobility are pushing
businesses beyond the architectural constraints of wired
networks. Each of these is driving demand for broader reach,
increased diversity, and better operational flexibility to serve
new use cases that drive competitive advantage. Together
they are putting a strain on wired network capabilities and
having a powerful impact on wide-area network (WAN)
architectures. Wireless WANSs, based on the capabilities of
4G LTE and more powerful 5G technology, are becoming an
essential part of any organization’s digital transformation.

Over the past 20 years, similar demands fueled the move from
wired Ethernet LANs to Wi-Fi. Nobody thinks about being close
to an Ethernet jack anymore. As reliability, security, distance,
and bandwidth improved, the flexibility and economics of Wi-Fi
trumped those of wired LANs. LTE and growing 5G services
are having the same effect on wired WANSs, especially when
integrated with and building on the capabilities of software-
defined WANSs (SD-WANS).

SD-WAN WAS THE FIRST STEP
IN WAN TRANSFORMATION

SD-WAN brought some very important capabilities to
enterprise networks. Consolidating multiple network functions
reduced both hardware and operating costs. Support for
multiple WAN links improved reliability and enabled both
bandwidth aggregation and traffic segregation. Application
recognition and policy-based routing created new opportunities
for network optimization.

Cloud-based management made it easier to deploy and
manage network devices. These were necessary first steps
in the transformation of WANs. But the resulting networks are
still tied to wires, instead of the people and devices they are
meant to support.
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WIRELESS WANS ARE THE NEXT STEP

Wireless connections bring increased diversity, greater
network agility, and broader reach to enterprise networks.
Supporting diverse types of network connectivity to create

a more reliable WAN is the foundation for Wireless WANSs.
Building on this capability, wireless edge solutions add cellular
links as a connection option. This expands the reach of
enterprise network functionality to the people, places, and
things where work is happening. The network intelligence at
the core of SD-WAN solutions makes switching between links,
segregating specific traffic types, or quickly opening a new
business location almost effortless.

FROM 4G LTE TO 5G

Carriers are making cellular a practical option for Wireless
WAN links with evolving flat-rate pricing options and
bandwidth-boosting enhancements such as Gigabit-Class
LTE. Emerging 5G services offer even greater performance
and opportunity for new services. More than just increased
bandwidth, 5G technology delivers a wide range of new
capabilities and use cases. For example, 5G is designed to
deliver ultra-low latency, enabling new applications that require
faster response times. Enhanced antenna and transmission
techniques massively increase the number of devices and
conversations that each 5G station can handle, making
wireless support for loT networks and other high-density
applications a reality. With Gigabit-Class LTE widely available
now, and 5G services rolling out from most major carriers,

it is becoming much easier to pull a network out of the air,
whenever and wherever the business needs it.

3 STRATEGIES FO/%

Wireless WANSs solve multiple problems for business networks, create new opportunities, and lay the foundation
for further transformation and innovation. This paper outlines three key strategies for Wireless WAN

deployments:

NO.2

NO.1

Enhancing network failover

Augmenting network bandwidth

NO.3

Making wireless the primary link

GTT + CRADLEPOINT WANs BEYOND WIRES

3


donna.lambert
Sticky Note
Marked set by donna.lambert

donna.lambert
Sticky Note
Marked set by donna.lambert


NO.1 ENRAINCLINGE

WIRE, WIRELESS, REPEAT

High availability tops the list of WAN requirements in any digital
enterprise. Cloud applications and services have made WANs
essential; you absolutely need an operating WAN to access
mission-critical enterprise functions. Network uptime and
nonstop operations have become key performance indicators
for IT management. Historically, organizations added more wires
into the building to ensure network availability and seamless
failover, from different carriers if necessary, for greater resilience.

Unfortunately, adding another wire is not enough to ensure
continuous operations. Pulling another wire through the same
conduit or trench is not going to deliver the required diversity.
Installing a new physical wire may also take too long for many
projects. Instead, enterprises are building layered availability
with different types of connections — some over wire, some
over the air. They simply repeat as needed to achieve the
desired level of availability.

((( ))) Cellular broadband
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NONSTOP AVAILABILITY

With networks forming the foundation for enterprise digital
transformation, nonstop availability is critical. Wired-to-
wireless failover seamlessly switches from one type of link
to another, without any network or service disruption. With
lower-bandwidth LTE connections, SD-WAN policies identify
the critical traffic to carry on the wireless link. Higher-
bandwidth Gigabit-Class LTE and 5G connections can failover
all traffic. Enterprises can also deploy wireless failover
functionality quickly and easily — much faster than waiting
for installation of a new wire or an alternate service provider.

:m] Wired broadband

OUT-OF-BAND MANAGEMENT

When wired links go down, network management capability

is lost along with the remote traffic. With most land-line
disruptions happening within the last mile, secondary landlines
often are also down, leaving the remote unit unreachable.
Wireless links provide an efficient out-of-band management
option, connecting directly to the console port on one or more
remote devices. Network managers can easily and securely
diagnose and fix problems over the air, without having to leave
the office, roll a service truck, or painstakingly walk a local
employee through the troubleshooting process.

« Availability (& Reliability (& Bandwidth
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NO.2 \UGIMIEIN TTTINIG
NETWORK BANDWIDTH

MORE LINKS, MORE BANDWIDTH

One big advantage of SD-WAN is simultaneously aggregating
multiple links to create more bandwidth, as an alternative to
ordering (and waiting for) a single, faster line. Augmenting a
wired link with a wireless link, or using multiple wireless links,
is a powerful alternative technique for quickly increasing
available bandwidth. With LTE reaching estimated speeds

up to 50 Mbps, Gigabit LTE up to 350 Mbps, and 5G over
1 Gbps, wireless link capabilities are quickly meeting or
exceeding the capacity of traditional wired connections.
Of course, these additional links also continue to provide
seamless failover, with appropriate policies for which
applications or devices get priority.

A\ 4
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DIFFERENT LINKS, DIFFERENT SERVICES

Beyond just adding more communal bandwidth, SD-WAN
capabilities and wireless links supply the option to burst
capacity under specific circumstances, such as peak periods
or major updates, or provide reserves for mission-critical
applications. Many organizations take advantage of these
functions to identify and treat traffic differently, separating
devices or applications and assigning them to a specific
primary link. For example, keeping generic web traffic
separate from point-of-sale terminals, or visitor networks
separate from critical database and financial applications.

WV

I::QJE Wired broadband

NEW LINKS, NEW SERVICES

As the availability and capacity of wireless links increase, they
create interesting opportunities to quickly add new services to
encourage digital transformation, improve customer experiences,
or enhance regulatory compliance. It is often faster and more
secure to deploy segregated, parallel networks for new services,
instead of going through potentially months of negotiation,
configuration, and testing to add them on existing links. For
example, a major retail bank quickly added digital signage to its
branches to improve product education and ease wayfinding for
better customer experiences. Using separate wireless links, the
company rolled this initiative out very quickly and easily isolated
the new signs from any other branch traffic without expanding
the attack surface or adding additional risk to existing services.

KEY WIRELESS WAN CAPABILITIES:

° Bandwidth Q Segmentation ° Parallel Networks
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NO. 3 1AIKIING MWIRIEILIESS

WIRELESS WHEN YOU CAN

People have embraced and prefer wireless connectivity in their
offices and homes. Why? Because the reach and agility of
wireless are worth far more than the shrinking bandwidth
advantage of wires. Many banks, retail stores, insurance agents,
and other types of branch offices are looking at Wireless WAN
links for the same reason. Wireless WANSs bring greater operating

agility to these locations, making it faster and easier to open or
move stores and offices. Sometimes they may want to trial a
location, expand if it works out, and quickly redeploy if not.
Or the layout of the branch may change frequently, due to
merchandising or staffing changes, and it is much easier to
move a wireless endpoint around than a wired one.

(((AS))

(carrier1)
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WIRELESS WHEN YOU MUST

There are many other business scenarios for primary
wireless networks in which wires are simply not a viable
option. For example, short- to medium-term operating
locations, or businesses without a permanent building, such
as construction sites, pop-up stores, or outdoor markets.
There are situation-based needs when locations must
relocate quickly to where their customers are, due to
disruptions caused by any number of circumstances ranging
from major municipal repairs or construction projects to
natural disasters or public health emergencies.The cost and
time needed to put wires into these scenarios are
prohibitive and unrealistic. Instead, businesses can quickly
pull a network right out of the air and have full control to
decide when, where, and how long to set up remote locations.

(carrier 2)

(<J<§>)

WIRELESS FOR HIGH AVAILABILITY
AND REDUCED MANAGEMENT

An interesting application of making wireless the primary
network connection is building a highly redundant network with
reduced operating costs. Organizations with regional or national
operations often have to deal with hundreds or even thousands
of ISPs for their branch office links. While these wired networks
may have redundancy, the operating and administrative
complexity can result in configuration errors that impact
availability. Not to mention the time and costs required to
manage all of the contracts. A simpler and more cost-effective
alternative is national contracts with several wireless carriers,
resulting in consistent configurations and easier network
management. For maximum availability, each branch can have
two routers with separate links to different carriers.

« Agility (& Reliability (& Reach
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ABOUIT
GTT

GTT is a managed network and security services provider
to global organizations. We design and deliver solutions
that leverage advanced cloud, networking and security
technologies. We complement our solutions with a suite of
professional services and exceptional sales and support
teams in local markets around the world. We serve thousands
of national and multinational companies with a portfolio
that includes SD-WAN, security, Internet, voice and other
connectivity options. Our services are uniquely enabled by
our top-ranked, global, Tier 11P backbone, which spans more
than 260 cities on six continents. The company culture is
built on a customer-first service experience reinforced by
our commitment to operational excellence and continuous
improvement in our business, environmental, social and
governance practices. www.gtt.net

ABOUI
CRADLEPOINT

Cradlepoint enables the freedom to connect people, places,
and things that drive more experiences, more ways to work, and
better business results — anywhere. The company is a pioneer
in Wireless WAN, offering advanced 4G and 5G routers and
adapters — controlled through Cradlepoint NetCloud™.
Enterprise businesses and public sector agencies rely on
Cradlepoint and its Cellular Intelligence to build a reliable,
secure network wherever they need it, connecting fixed and
temporary sites, vehicles, loT devices, and remote employees.
Headquartered in Boise, Idaho, Cradlepoint is a wholly owned
part of Ericsson’s Enterprise Wireless Solutions Business Area.
It has international offices in Asia Pacific, Canada, Europe,
India, and Latin America. www.cradlepoint.com
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